[Meter en Intro]

Modern power delivery systems are complex networks comprised of highly interactive, nonlinear, dynamic components that have different spatial and temporal requirements for operation.  Power delivery systems consist of two major infrastructures: the electric power grid and the communications system.  These two infrastructures are highly interdependent, since reliable operation and control of the electric power grid relies heavily on its communications system.  A breakdown in one of these infrastructures can often lead to failures in the other.

The operating state of power delivery systems can be adversely affected at any time by a variety of entities or factors, including: system operators, power producers, energy consumers, natural phenomena, and purposeful attacks.  Another factor contributing to catastrophic failures is the stressed state caused by operating power system components close to their operational limits.  New defense strategies and technologies must be developed in order to reduce the vulnerability of power delivery infrastructures to catastrophic failures.
 [Meter en Dissemination]

Xie, et.al. [1] identified that problems in real-time monitoring, operating control systems, communications and information systems contribute to the highest percentage of disturbances in a power system. They also identify inadequate exchange of real-time operating information and real-time coordination among control centers, lack of automatic communication systems to receive rapid and automatic information and lack of timely communication and failure to use available communication systems as key bottlenecks in the communication and information systems that led to the operation and restoration problems found in many disturbances.
[Meter en Multi-layer]

The main concept behind the proposed IPRs scheme is to provide self-healing and adaptive reconfiguration capabilities to power delivery systems based on contingency assessment.  IPRs will continuously assess the vulnerability of the power delivery system with respect to cascading events.  Whenever the IPRs determine that the power grid is approaching a vulnerable condition, a controlled islanding scheme will be triggered in order to contain or limit the extent of the damage to the power delivery system.
This time scale coordination is intrinsically linked to the physical constraints associated to the design and operation of an energy processing network. For instance, wave phenomena on a transmission network manifest itself in a time frame between tenths of micro seconds (10-7 s) and milliseconds (10-3 s) [6], probably too fast for an IPR network to react to the phenomenon as it unfolds. In this instance the proposed IPR network will have to react to mitigate the effects of a disturbance on the transmission network and avoid further deterioration. On the other hand, the proposed IPR scheme could react to events of electromechanical nature that occur between tenths of milliseconds and minutes.
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